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Consumer Skepticism as it Relates to E-Commerce Data 












This study examines how skepticism moderates internet users' trust revisions from the announcement of a data breach and 
subsequent restorative actions to compensate users impacted by the breach. Skepticism has been tied to belief revisions in 
several different contexts. Data analysis supports the hypothesis that users with high skepticism are related to larger drops in 
trust in reaction to a data breach, especially when there is a delay in announcing the data breach. This study also contributes 
to the existing literature on e-commerce trust by supporting findings of other research that examines whether a company's 
forthrightness in announcing a data breach impacts trust reduction after a data breach and subsequent trust increases after 
efforts to repair trust. 
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INTRODUCTION 
Customers of e-commerce companies frequently share private information to complete transactions. The e-commerce 
companies gather and store this private information, sometimes for long periods after the transactions are completed. 
Occasionally, the private data is breached without the consent of either the customer or the e-commerce company. There have 
been numerous high-profile data breaches that have been publicly disclosed.  
With few exceptions, state legislation requires businesses or government entities to notify users of security breaches of 
personally identifiable information. This legislation typically specifies what constitutes personally identifiable information, 
defines data breaches, and sets requirements related to the timing of the notice (National Conference of State Legislatures, 
2018). Even though state laws require timely notification to consumers when private information has been accessed without 
their consent, e-commerce companies are given some flexibility in the timing of the announcement. Delaying the data breach 
announcement is typically justified in order to allow e-commerce companies time to assess the magnitude of the breach 
(Freifeld, 2014). Delaying the announcement also enables the e-commerce company to investigate and possibly identify the 
perpetrator before the perpetrator is aware that their wrongdoing has been discovered. 
E-commerce companies are faced with difficult choices regarding the timing of an announcement after discovering a data 
breach (Jaeger, 2012). If a company chooses to announce the data breach immediately, they face the prospect of having to 
subsequently revise their notice if the initial assessment of the extent of the data breach is incorrect. On the other hand, 
companies face criticism for not making data breach announcements immediately after discovery. For example, Equifax 
discovered a data breach on July 29, 2017, but held off notifying those affected until September 7, 2017 (Volz and 
Shepardson, 2017). Equifax was sharply criticized for withholding the announcement, even coming under congressional 
scrutiny (Lieber and Cowley, 2017). Examples of other prominent companies that withheld the announcement of a data 
breach for prolonged periods were Google (Goswami, 2018) and Uber (Robinson, 2018). 
Skepticism is a behavioral trait that has been examined in several different decision-making contexts. Hurtt (2010) provides 
an in-depth analysis of the concept of behavioral skepticism, concluding that “skepticism is a multi-dimensional individual 
characteristic” that “can be both a trait (a relatively stable, enduring aspect of an individual) and also a state (a temporary 
condition aroused by situational variables)” (p. 150).  Skepticism has been tied to the concept of belief revision (Hurtt, 2010). 
Given that consumer trust is impacted by the announcement of data breaches and subsequent repair activities, skepticism is 
likely to moderate trust revision.  
Muzatko et al.  Consumer Skepticism as it Relates to Data Breaches 
Proceedings of the Fifteenth Midwest Association for Information Systems Conference, Des Moines, Iowa May 28-29, 2020 2 
This study examines differences in trust after a data breach is announced and again after an e-commerce company attempts to 
rebuild trust by offering identity theft protection and credit monitoring. The primary contribution of this study is to examine 
whether skepticism is a moderating variable to trust revision from trust reducing and trust enhancing events. 
LITERATURE AND RESEARCH HYPOTHESES 
McAllister (1995) provides a theoretical model that describes trust as multi-dimensional, consisting of competence-based 
trust and affect-based trust. Competence-based trust is built when one party to an interaction acts with reliability and 
dependability. In contrast, affect-based trust is the result of actions that affect emotions such as expressing care or concern for 
another party. There is evidence that shows data breach announcements lead consumers to lower trust when companies 
announce data breaches (Bansal and Zahedi, 2015). Prior research has also shown that companies that delay the 
announcement of a data breach experienced more significant decreases in consumer trust (Muzatko and Bansal, 2018). 
Therefore, the following hypothesis is proposed: 
H1(a): Violated Trust is lower if a company delays reporting the data breach rather than discloses the data breach 
immediately.  
Hogarth and Einhorn (1992) describe skeptics as individuals who are sensitive to negative evidence but not affected by 
positive evidence. Copeland (1996) develops skepticism as a concept where everyone is suspect of others’ behaviors. Shaub 
(1996) equates skepticism with suspicion and proposes that skepticism is the opposite of trust. Based on the view that 
individuals with high levels of skepticism will be more sensitive to negative evidence, the following hypothesis is proposed: 
H1(b): Violated Trust is lower if a company delays reporting the data breach rather than discloses the data breach 
immediately, more so for highly skeptical individuals. 
E-commerce companies can engage in rebuilding actions that have been shown to be effective in restoring trust after a data 
breach announcement (Bansal and Zahedi, 2015; Liao, Luo and Gurung, 2009). However, restoring trust can be difficult 
because the party that violates the trust relationship must overcome the adverse effects of the trust violation in attempting to 
restore the initial level of trust (Choi and Nazareth, 2014). Kim et al. (2004) show that trust restoration is more difficult in 
cases where the trust violation relates to matters of integrity, rather than issues of competence. We argue that skeptical users 
would associate delayed announcement as an integrity issue rather than a competence-based failure, where the consumers 
fear that companies are hiding facts by not being open, transparent, and forthcoming. Hence, based on prior literature of trust 
rebuilding, the following hypothesis is proposed: 
H2: Repaired Trust is lower for high skeptical individuals as opposed to low skeptical individuals where the company delays 
reporting the data breach. 
EXPERIMENT 
A survey instrument was developed in Qualtrics. The survey presented a picture of an e-commerce website created for this 
study, followed by the announcement of a trust violation (data breach) and then a notification of a trust-building event 
(provision of identity theft protection and credit monitoring). The experiment measured perceived trust at three points: 1. 
after initially viewing an e-commerce website (Initial Trust), 2. after the e-commerce company’s announcement of a data 
breach (Violated Trust), and 3. after the company announced that those affected by the data breach would be provided with 
free credit monitoring and identity theft protection (Repaired Trust). Subjects were randomly assigned to two groups. One 
group of subjects viewed an announcement of a data breach where the company was forthcoming in announcing the data 
breach immediately; the other group of subjects saw an announcement where the company announced the data breach two 
months after it was discovered. Both groups received the same information about the e-commerce company providing free 
credit monitoring and identity theft protection after the data breach. 
The study was conducted online, and data was gathered from subjects solicited through Amazon Mechanical Turk (MTurk). 
Data collected through MTurk has been shown to possess high reliability and validity (Hibbeln, Jenkins, Schneider, Valacich 
and Weinmann, 2017). The experiment involved viewing a picture of an e-commerce webpage and answering a series of 
questions about trust and skepticism.  The other parts of the study consisted of answering questions for control variables and 
another group of items related to demographics. The skepticism measure used in this study is comprised of six dimensions 
(Hurtt, 2010), with each being measured with three items.1 To measure skepticism, first-order constructs were created by 
averaging the three survey questions in each of the six categories. A second-order construct was created by taking the overall 
average of the six unique dimensions. Other variables used in this study were measured based on existing literature (Table 1). 
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Construct References 
Trust Gefen, Karahanna and Straub (2003) 
Skepticism Hurtt (2010) 
Control Variables: 
Design Bansal, Zahedi and Gefen (2015) 
Privacy concern Malhotra, Kim and Agarwal (2004) 
Seriousness of news Bansal and Zahedi (2015) 
Trust propensity Gefen (2000), Zahedi and Song (2008) 
Table 1. Operationalization 
RESULTS 
There were 598 unique respondents that completed the survey. Seventy-five respondents failed at least one of the five 
attention check questions, and they were removed from the sample. Surveys with missing data to calculate constructs totaled 
fifteen, and these were eliminated from the sample.  
For H1(a), analysis was performed using univariate tests with Violated Trust as the dependent variable and immediate versus 
delayed announcement of the breach as a binary factor. For the test of H1(a), we included the four control variables identified 
in Table 1 along with Initial Trust. The results show that H1(a) is supported (F=114.144, p=.000). Violated Trust was lower 
when the data breach announcement was delayed.   
To test H1(b), we added a binary factor for skepticism. The final sample was divided into three groups based upon the 
second-order measure of skepticism. Subjects that were in the top one-third of the second-order skepticism measure were 
coded as High Skepticism, and those were in the bottom one-third of the measure were coded as Low Skepticism (Gelman 
and Park, 2009). H1(b) is supported (F=6.234, p=.013). Violated Trust was lower for companies that delayed the 
announcement of the breach, more so for individuals with High Skepticism. Thus, there is a combined moderation where 
skepticism together with the announcement delay impacts the relationship between Initial Trust and Violated Trust. 
To test H2, we conducted a univariate test with the subjects who were shown a news announcement with delayed reporting of 
the data breach. We control for the control variables shown in Table 1 along with Initial Trust. We compared Repaired Trust 
for subjects who saw the delayed reporting of the breach, comparing High Skepticism versus Low Skepticism respondents 
using the binary variable for skepticism discussed earlier. H2 is supported (F=9.632, p=.002). In the case of delayed 
reporting, highly skeptical individuals exhibited lower Repaired Trust than individuals with lower skepticism. We also 
conducted post hoc analysis where we compared High Skepticism individuals who were shown delayed reporting and High 
Skepticism individuals that were shown immediate reporting. The Repaired Trust was significantly lower in the high 
skepticism-delayed reporting group (F=51.936, p=.000). Finally, the High Skepticism individuals who saw the delayed 
reporting were compared with Low Skepticism individuals who saw immediate reporting. Again, the repaired trust was 
significantly lower for the high skepticism-delayed reporting group (F=33.415, p=.000). 
A graph of the mean trust values based upon skepticism and immediate versus delayed reporting of the data breach is 
presented in Figure 1.  
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Figure 1. Estimated Marginal Means of Trust 
DISCUSSION AND CONCLUSION 
The results confirm the proposed hypotheses and show that delayed announcements of data breaches lead to lower levels of 
trust and also hamper the trust repair process, especially for individuals with high levels of skepticism. These findings have 
several theoretical and managerial implications. Theoretically, our findings contribute to the trust violation and trust repair 
literature, especially as it relates to e-commerce companies experiencing data breaches. This study is the first study to 
examine whether skepticism helps explain trust revision in the case of an announced data breach and subsequent trust 
rebuilding efforts by e-commerce companies. Although skepticism has often been described as an anchor to belief revision, 
the results show that higher levels of skepticism lead to more significant decreases in trust when the news announcement 
might be perceived with suspicion and could be associated with integrity-based trust violation (i.e., delayed disclosure of the 
data breach).  
The findings inform managers of e-commerce companies about the implications of delayed breach announcements. 
Consistent with prior research, our study shows that there is a cost of not being prompt in announcing data breaches. This line 
of research can be extended to provide insight into how companies can manage customer relationships when adverse events 
occur. Companies delay announcing data breaches for fear of negative reputation effects; however, the findings of this study 
show that delaying the notification has a significant negative impact on consumer trust, especially for individuals with high 
levels of skepticism.  Future research can examine trust-building efforts with other trust repair mechanisms and in other 
cultural settings where privacy laws are more stringent. 
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1 Hurtt (2010) developed a scale to measure skepticism as a variable that consists of six dimensions; those dimensions are 
questioning mind, suspension of judgment, search for knowledge, interpersonal understanding, self-esteem/self-confidence, 
and autonomy/self-determining. The first three characteristics relate to a dimension of a “neutral” view where there is an 
importance on evaluating evidence in making decisions. The characteristic of interpersonal understanding relates to 
presumptive doubt, whereby an individual evaluates those that provide evidence. The last two characteristics make it more 
likely that one will act on information; this dimension makes it more likely an individual will take skeptical actions based on 
skeptical thoughts. 
